The ultimate benefit of the Internet of Things (IoT) is to improve quality of life by supporting the automation and interconnection of various services; this interconnection includes public facilities in platforms such as smart cities. IoT implementation is believed to improve services and yield additional benefits. However, assessment of how the IoT brings such an experience to users is still a challenge that is not yet standardized. Given that little research has discussed this issue, this paper aims to formulate a framework for measuring the quality of experience (QoE) regarding IoT services on the basis of the Absolute Category Rating with Hidden Reference (ACR-HR) scale, which measures the perception of experience by having the IoT users provide scores for their experiences before and after IoT implementation. The proposed framework consists of 5 steps: setting up the focus of the IoT services and the QoE parameters being assessed, defining users of IoT services, conducting a mean opinion score (MOS) survey of the users, calculating the DMOS (differential MOS) on the basis of the ACR-HR quantitative scale, and finally providing the strategic implications to those who implement the service. To test the proposed framework, we have conducted a proof of concept by measuring the QoE for the IoT services in the Jakarta Smart City platform. Six institutional users operate the IoT for their public services, ranging from fire and rescue brigades to public bus transportation. The results imply that the IoT-based services provide a good experience to institutional users when compared to the state of services without IoT. A strategic implication is that some features of Jakarta Smart City must be evaluated and improved to increase the level of satisfaction of users. To conclude, our framework is sufficiently reliable in measuring the QoE for IoT-based services and can be recommended for use for any other IoT-type service.
I. INTRODUCTION
Similar to other technological innovations, the ultimate advantage of the Internet of Things (IoT) is its ability to bring solutions to everyday aspects of life so that people can improve their quality of life [1] . However, does the IoT truly bring a satisfactory solution experience to its users? What are the perceptions of users after the IoT has been implemented, and how do these perceptions compare to those before such The associate editor coordinating the review of this manuscript and approving it for publication was Sara Pizzi . technology is applied? Answering these questions is a challenge because there is no standardized step-by-step platform for measuring users' quality perceptions, i.e., their quality of experience (QoE), for IoT-based services. By definition, QoE is defined as the overall acceptance of an application or service that is perceived subjectively by users and can be influenced by expectations and user context [2] .
This paper reports our work on proposing a generic framework for measuring the QoE of IoT services on the basis of the Absolute Category Rating with Hidden Reference (ACR-HR) scale. ACR-HR is an assessment procedure in which the order VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ is presented one by one and is assessed independently on category scales following the International Telecommunications Union (ITU) ITU-T P.910 standard [3] . The concept has been used with variations, such as in our previous work on measuring the QoE of 4G mobile technological implementation in Indonesia [4] . Previous QoE measurement research by [5] has developed a quality model to evaluate IoT applications by mapping the characteristics of IoT to quality attributes under the scope of ISO 9126. Our framework works on the basis of five steps: setting up the focus of the IoT services to formulate the QoE parameters, judging the institutional users who are the users of IoT services, conducting a mean opinion score (MOS) survey of IoT service users, calculating the differential MOS as the ACR-HR quantitative scale, and finally providing the strategic implications to those responsible for implementation. As defined by the ITU-T P.910 standard [3] , the ACR-HR scale translates qualitative perceptions of experience into quantitative scores, in which the users judge a service by assigning a certain score. Thus, the uniqueness of our framework is the QoE parameters that are specifically developed for the services being assessed.
To validate our proposal, we test the framework using the case of smart city implementation in Jakarta, the capital city of Indonesia. A smart city is a perfect example because IoT technology is a prominent tool for enabling the creation of a smart city. We focus on six public services that are operated by government institutional offices. The services range from fire and rescue services to city bus transportation. Before IoT implementation, these services were operational, and therefore, those six institutions' users can provide perceptions regarding two conditions, i.e., before and after IoT implementation. We further utilize the difference between the two scores to exploit the lessons learned and inform the government as to how it should undertake strategic actions to improve quality. Some previous studies have addressed the case of Indonesian smart cities [6] - [8] , and our previous work also presents cases of the IoT and relevant technological implementation in Indonesia [9] , [10] .
This work contributes to research on measuring the QoE of a technological implementation. The important benefit of our work is that the framework provides a comprehensive sequential process for measuring experience in any IoT-based service. The framework utilizes QoE measurement via the ACR-HR method (as recommended by ITU [3] ); however, the framework adds to the ACR-HR results by developing strategic implications to improve the services. Moreover, the framework can be adapted and modified to measure other IoT-based services.
The remainder of the paper is organized into sections addressing the theories of the IoT and of QoE (Section II), the framework that we are proposing (Section III), a discussion of the proof of concept (Section IV) and conclusions of this study (Section V).
II. THEORIES A. THE IoT AND SMART CITIES
The IoT can be interpreted as the use of systems and intelligent devices that are interconnected to utilize data collected by sensors and actuators [11] . The IoT supports solutions for the improvement of the decision-making process and productivity in manufacturing, retail, agriculture and other sectors [1] , [12] - [14] . A prominent example of the IoT in the urban planning sector is its prominent role in the creation of smart cities [15] . Together with telecommunications networks and artificial intelligence, the IoT is one of the three core information and communications technologies (ICTs) that are essential for a smart city [16] .
The economic value of the IoT is expected to increase the number of Internet-connected devices to 34 billion in 2024, with an estimated 22.3 billion of those devices expected to have IoT connections originating from wide-area IoT, cellular IoT and short-range IoT [17] . The economic potential for the largest application of IoT is in the industrial sector, which is estimated to have an economic impact of 1.2 to 3.7 trillion dollars by 2025; next is the urban sector, which is estimated to have an economic impact of 930 billion to 1.7 trillion dollars by 2025 [18] .
The drive to maximize the application of the IoT in the urban sector is even more widespread with the effort to create smart cities in various cities in the world. The smart city concept involves a vision of escalating the collaborative agility of the city, realized by interconnecting multiple infrastructures, namely, business, social, information technology and physical infrastructure [19] . Meanwhile, ITU defines a smart sustainable city as a city that ensures the demands of the current and next generations in environmental, social and economic aspects by utilizing ICTs and other instruments to increase the quality of life of society, competitiveness, and provision of professional urban services and operations [20] . Therefore, the IoT acts as the fundamental enabler for connection and sensor-based data collection, integrated among public city facilities.
B. QoE
QoE is defined as the overall acceptance of an application or service as perceived subjectively by users, which can be influenced by expectations and user context [21] . The European Telecommunications Standard Institute (ETSI) Technical Report (TR) 102 643 also defines QoE as a method for measuring performance according to users based on subjective and objective psychological measurement, for the use of product or service ICT. Subjective psychological measurement depends on user opinion, while objective psychological measurement is influenced by technical parameters. The QoE concept is being developed and is attracting attention because it is related to user experience. In ITU-T recommendation G.1011, QoE measurement is unable to be performed using only one reference method [2] . It may include subjective QoE measurement and objective QoE measurement.
The Absolute Category Rating (ACR) is one of the important methods for measuring QoE [22] . It measures the MOS in the form of a scale so that quality assessment can be translated into numerical values from the average of all subjects and other experimental factors. Some variations include ACR-HR as described in the ITU-T P.910 standard [3] . It is a scoring procedure in which the order of assessment is presented one by one and assessed independently on a category scale. This assessment procedure must include a reference version of each order of evaluation as a stimulus or a hidden reference, which in this study is a service before using the IoT.
Some relevant works regarding QoE in the IoT technological sector include reference [23] , which examines the relationship between consumer experiences and the quality perception of the IoT. It also signifies the importance of QoE, as the IoT industry should move beyond monitoring QoS and expand that focus to QoE [23] . In a more specific sector, we note reference [24] , which proposed a conceptual model for QoE in the case of the Internet of Medical Things (IoMT); reference [25] , which proposed a user experience model in the case of an augmented reality (AR) game; and reference [26] , which proposed a QoE layered management framework for the case of multimedia IoT (MIoT) services. Reference [27] has proposed a framework for QoE modeling of explosively increasing applications in the IoT. The last work was motivated by the fact that IoT applications have a tendency to grow very rapidly, and thus, the industry needs a model to address such a phenomenon.
III. THE PROPOSED GENERIC FRAMEWORK FOR MEASURING THE QoE OF IoT-BASED SERVICES
The theory of technological innovation management suggests that any innovation should apply a diagnostic tool to define a strategic plan for change improvement [28] . In this context, analytical results from QoE measurement can be regarded as part of the technological innovation diagnostic tool. Further, the values of QoE, both quantitative and qualitative, can be translated into relevant strategic action to improve the service's performance, following the perspective of technology adoption, as discussed in [29] , [30] . Our proposed generic framework consists of five steps as follows.
A. STEP 1: DEFINING THE IoT SERVICES AND FORMULATING THE QoE PARAMETERS
This is the crucial step because formulating the QoE parameters will be different case by case. The main motivation of this step is to specify the characteristics of the service because details of the technical formulation are a crucial ingredient of quality measurement. There is no single parameter that can be applied to all services, but they should be adapted to the case. The parameters will be derived from the IoT platform's objective as well as the vision of the one who implements the IoT. Thus, relevant theories and other works can be variously combined to formulate the QoE parameters matching the case being assessed. In our proof of concept (Section IV), the defining case is the IoT-based services implemented in Jakarta Smart City.
B. STEP 2: DEFINING THE USERS WHO IMPLEMENT IoT SERVICES
The users are defined as the implementers of IoT services who are expecting the most advantage after using the IoT for their activities. They can be institutional users or the end user (common people) who uses the technology. In the case of a smart city, institutional users refer to governmental offices or agencies that run the public services and are the IoT implementers. They are the ones who will judge their experiences before and after implementing the IoT for their services.
The basic technical work of the IoT is the use of sensors for collecting and managing the data of the devices. Meanwhile, evaluating the quality of the IoT depends on the type of public service. For example, the office that runs the public service of the fire and rescue brigade may relate the benefit of the IoT to managing the data relative to its time-critical service performance. One simple expectation is that the IoT can shorten the response time of the fire brigade when a fire incident occurs. Alternately, the office that runs the public service of street lighting may not relate the benefit of the IoT with time-critical performance. That office may raise a simple expectation of the IoT fostering energy consumption savings.
C. STEP 3: MOS SURVEY TO INDICATE THE LEVEL OF THE ACR-HR SCORE
A basic conception is the use of a survey as a basic tool to examine user perception. In this research, we measure the QoE by using the MOS method combined with the ACR-HR scale. According to ITU-T P.800.2, the MOS is obtained in subjective testing, where subjects are asked to give their opinions on a scale [22] . The survey always has a pair of statements, questioning the perceived quality before and after implementing the IoT. The survey asks IoT users to fill out the score from 1 to 5 as follows:
D. STEP 4: CALCULATING DMOS AS THE ACR-HR VALUE SCALE
As implied by its name, in the ACR-HR, the measurement is calculated on the basis of comparing a tested QoE value and hidden reference QoE value. In this research, the main proposition is that the tested QoE value is the condition of services after implementing the IoT, while the hidden reference values are the previous condition of services before implementing TABLE 1. DMOS (ACR-HR value comparison) [3] , [4] .
the IoT. Therefore, the ACR-HR scale is simply obtained by calculating the DMOS (differential MOS) using the following formula [3] :
The MOS for the condition after implementing the IoT B = The MOS for the condition before implementing the IoT
Subsequently, we translate the DMOS into qualitative comparison values, as presented in Table 1 . The principle value of such a comparison is taken from [4] . For example, if users perceive that the service before implementing the IoT is good (MOS = 4) and the service after implementing the IoT is very good (MOS = 5), then the DMOS = 1. This suggests that the respondent perceived the experience of service using the IoT as somewhat ''better'' than when not using the IoT. In general, the ACR-HR scores are such that any value close to zero indicates a perception that the service before and after implementing the IoT is not significantly different. A greater positive or negative DMOS indicates that the difference between the two services is perceived as more significant [4] E. STEP 5: DEVELOPING STRATEGIC IMPLICATIONS Based on the results of Step 4, the lessons learned should be developed, followed by discussion to build a relevant strategy for improving the system. The method builds a matrix of the lowest DMOS value, the highest DMOS value and the average DMOS value. Table 2 reflects the general guidance matrix to develop such relevant strategic implications. This guidance matrix adapts the theory of [29] , [30] that signifies the importance of performance expectancy as the strongest determinant of satisfaction of a technology adoption. In this case, DMOS actually represents users' satisfaction with an IoT-based service performance. Consequently, the strategy includes increasing parameters that have already been perceived as satisfactory, while the services that are less satisfactory must be evaluated and restored.
IV. PROOF OF CONCEPT
This section implements the five steps of the proposed framework in the case of Jakarta Smart City, the capital city of Indonesia, as illustrated in Figure 1 .
As the most densely populated city in Indonesia [31] , Jakarta decided to implement smart city technology as an effort to increase competitiveness and develop public services for societal welfare [32] . A smart city is realized by maximizing the use of ICT technology to know, understand, and control various resources more effectively and efficiently to maximize public services, provide solutions to problems, and support sustainable development. Jakarta Smart City has six indicators in its implementations, namely, the environment, economy, people, governance, living and mobility [32] . The technical implementation of Jakarta Smart City is carried out by the Jakarta Provincial Government's Office. Some of the main program directions include displaying information that can be accessed by the public, closed-circuit television (CCTV) operation covering the city's public areas, data analysis activities to obtain recommendations or basic policy analysis for the government, providing digital space for the community to participate in the city's development, and implementing IoT technology for the city's public facilities.
Similar to another smart city objective, Jakarta Smart City is generally proclaimed to have the goal of improving people's living standards and overcoming problems that occur in a city with 10.37 million people as well as increasing competitiveness and developing public services to support public welfare [32] .
The proof of concept of our proposed framework focuses on six public services that have been operated before and after the services implemented the IoT. The public services are fire & rescue services, the operation of water level recording in relation to the flood mitigation system, emergency ambulance operation, and the operation of garbage trucks, street lighting, and public bus transportation; see Table 3 , Column (1) and Column (2) .
We use the basic definition for the use of the IoT in Jakarta Smart City: the connection of existing operational devices using an Internet connection in an effort to monitor or control public services [32] , [33] . Table 3 Column (3) defines the general conditions of public services before the IoT implementation. Table 3 Column (4) defines the condition of each of these public services after the IoT implementation. They operate the IoT hardware (and the relevant sensors) embedded in their main operational devices or vehicles with the goal of improving their service functionalities.
A detailed step-by-step description of the proof of concept is presented as follows:
A. STEP 1: THE FORMULATION OF THE QoE PARAMETERS OF JAKARTA SMART CITY
This step aims to build QoE parameters that are applied specifically in the case of measuring the QoE of Jakarta Smart City.
Reference [5] discusses the quality models for evaluating IoT applications. This research divides the quality factors of the IoT application into functionality, reliability, efficiency, and portability based on quality attributes in ISO / IEC 9216. However, the standard reference used, ISO 9216, is no longer valid and has been revised with ISO / IEC 25010, so adjustments need to be made. Referring to ISO / IEC 25010, the aforementioned attributes change to functionality suitability, reliability, performance efficiency, and portability. Reference [34] discusses QoE in the context of a smart city. It states that nine QoE factors that are estimated to have an impact on a smart city are usability, personalization, usefulness, transparency, accessibility, effectiveness, efficiency, learnability, and findability. Meanwhile, the Y.2066 ITU-T standard [35] describes the general requirements of the IoT, which are divided into functional and nonfunctional requirements. Functional requirements relate to actors of the IoT, while nonfunctional requirements relate to the implementation and operation of the IoT and are not related to actors of the IoT. Nonfunctional requirements of the IoT are interoperability, scalability, reliability, high availability, adaptability, and manageability.
This proof of concept utilizes the studies of [5] and [34] , combined with ITU-T Y.2066 standard [35] , to formulate the QoE parameters to measure IoT services in Jakarta Smart City. We end up with five core parameters, as listed in Table 4 . The first is to measure the user perception of the consistency of the IoT service, including the aspects of accuracy and security of data. The second is the perception of the convenience of services, such as the ease of accessing the data from massive devices. The third is about service efficiency, in relation to the resource's utilization. The fourth is to measure the user perception of the integration of the IoT services with another technological platform. The fifth concerns the functional suitability, meaning the perception of whether the service has truly met its function. These five parameters are varied according to the type of service. Finally, each of these five main parameters is extracted into detailed QoE parameters, as reported in Table 4 , Column 3. These detailed QoE parameters are measured in the case of Jakarta Smart City.
B. STEP 2: DEFINING THE USERS OF THE IoT IN JAKARTA SMART CITY
This step is to define the users who value their perception experience after implementing the IoT in Jakarta Smart City. We choose six public-service offices, so-called institutional users, who implement the IoT in their public services, as already listed in Table 3 Column (1).
C. STEP 3: MOS SURVEY OF THE INSTITUTIONAL USERS
For this step, we have conducted MOS surveys of the six institutional users from 24 May 2019 to 19 June 2019. The respondents are officers who run the services daily and have already operated the services under two conditions, before the institution implemented the IoT and after implementing it. These criteria are expected to help respondents understand the specific differences of each service and thus express their experience perceptions objectively. In Table 3 Column (5), we list the number of officers who are working on the six public services and the number of respondents for the MOS survey. Statistically, we have sampled 60% of total officers (31 out of 52 persons).
Derived from the QoE parameters in Table 4 Column (3), we developed a questionnaire consisting of eight statements regarding nonfunctional suitability and seven statements regarding functional suitability QoE parameters. The statements regarding nonfunctional suitability are similar for all six institutional IoT users, while those regarding functional suitability are varied depending on type of service user. For each statement, respondents were asked to give a score representing their subjective evaluations. The scale used was an ACR of 5 points, graded as follows: 5 = very good, 4 = good, 3 = normal/ordinary, 2 = poor, and 1 = very poor. Table 5 lists several examples of statements included in the questionnaire.
D. STEP 4: CALCULATING THE AVERAGE DMOS OF THE ACR-HR VALUE SCALE
In this step, we compute the DMOS on the basis of the QoE values provided by the users in Step 3. 
1) ANALYSIS OF NONFUNCTIONAL QoE PARAMETERS OF ALL PUBLIC SERVICES BY ALL SIX INSTITUTIONAL USERS
The QoE survey results of nonfunctional parameters for all IoT-based services in Jakarta Smart City are shown in Figure 2 . We present graphs of survey results in the form of the average DMOS value, indicating a score between the conditions after and before implementing IoT. There are eight statements of QoE parameters. Overall, the average DMOS values obtained ranged from 1.58 to 2.06. This means that the IoT-based service implementation provided a ''betterto-much better'' experience for users compared to previous service without implementation of IoT.
It can be observed from the graph that the most significant value corresponded to the aspect of the ease of data access (DMOS = 2.06). This was perceived by all six institutional users as providing a better experience. All users could more easily access a majority of existing services anytime and anywhere, especially for the purpose of asset management. The second-highest value was for the aspect of the data accuracy level (DMOS = 1.97). This proves that data accuracy is very important for all IoT-based services on the Jakarta Smart City platform. However, it appears that data security has the lowest value (DMOS = 1.58). Even though it was in the ''better'' category, all six institutional users perceived a less significant experience for this aspect. This can be caused by vulnerability issues due to the large number of IoT devices connected to the Internet. Other QoE parameters are in the range of the ''better'' category, which signifies a good level of experience by the users.
We argue that the use of average DMOS for nonfunctional parameters is relevant enough to reflect the entire performance of the six public services. When seeing the entire performance, the single DMOS value of nonfunctional parameters for each public service is not that essential to be identified. Such a paradigm is developed because those public services are actually working under a single umbrella, i.e., the Jakarta Smart City platform. According to the theory of system engineering [36] , a complex system is actually structured by its subsystem or the system's elements. We make an analogy that a city is a complex system, and public services are the city's elements. Thus, the overall perceived quality of a city system is actually a collective effect of the quality perception of each public service in the city.
However, this is not a locked-in perspective because we may investigate details of the single DMOS values for each nonfunctional parameter of the six public services. This is to evaluate what services were impacted more or less in terms of each nonfunctional parameter by the IoT implementation. When focusing on such a specific public service, an evaluation of single DMOS values is still useful to notice what services may need more effort regarding IoT implementation for some specific nonfunctional parameters.
2) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS OF SERVICES BY THE OFFICE OF FIRE AND RESCUE SERVICE
The DMOS results for the Office of Fire and Rescue service are shown in Figure 3 . This office operates fire trucks for any related incident. The graph shows that the average DMOS values range from 0.6 to 1.4, which means that, generally, the IoT-based services provide ''just the same'' or ''somehow better'' experiences in supporting the operation of fire truck services. The most significant value (DMOS = 1.4) is the ease of accessing data regarding the availability of fire trucks because by using the IoT, users could easily obtain more information about the location and status of the fire trucks. This information is very useful due to the Office of Fire and Rescue's asset relocation function, in which duty officers should update conditions regarding vehicles and their drivers in certain locations every 12 hours. It is an anticipatory method for facing emergency situations, where the vehicle closest to a fire location can be immediately deployed to provide assistance so that an officer can reach a specified service response time.
The functional parameters that have the lowest value (DMOS = 0.6) are in two QoE parameters, namely, the estimated maintenance time of fire trucks and the speed of fire truck arrival. This condition occurs because the maintenance function based on mileage has not been used. Meanwhile, the speed of arrival is less significant because, with or without implementation of the IoT, fire trucks have to quickly arrive at the fire location. Thus, only a slight change is felt by users. Figure 4 presents the charts of the DMOS functional parameters of the IoT-based service at the Office of Water Resources. The main service of this office is the operation of the automatic water level recorder (AWLR) in accordance with the flood mitigation system. It can be observed from the graph that the average DMOS values range from 0.8 to 1.8, which means that the IoT-based services generally provide ''just the same'' to ''somehow better'' service. Functional parameters that have the most significant values are in anticipation of the possibility of flooding, with an average value of DMOS = 1.8. This is the main duty and function of the office, so it can be interpreted that the use of the IoT can function as expected, i.e., it is functionally suitable. Moreover, it is already well known that Jakarta faces flood problems every year. The QoE parameters that have the least-significant value of 0.8 are applications related to the trend of flooding occurrence, along with the accuracy of operating a water pump based on water level. This is because the use of the IoT to measure the river water level height is not optimized further by connecting it to pump operations water. One reason is that the use of the IoT remains linked to the operational manual data collection from operators at the field, as well as the operation of the water pump, which is still manual. This condition is unfortunate because the IoT actually supports automation, and the comprehensive use of technology for automation is part of the smart city concept. Figure 5 shows a chart indicating the results of DMOS of services from the Office of Health Services. The average values of such QoE parameters range from 1.14 to 2.43, which means that in general, the IoT implementation provides a ''much better'' experience. The highest value of functional parameters is in terms of emergency ambulance service response time, with an average value of 2.43. The IoT contributes to providing information about location management and the availability of ambulances that helps to increase the response time of emergency ambulance services. Response time to service plays an important role in the medical world since it affects patients' conditions. It can be summarized that the IoT-based service implementation could work properly as expected. Meanwhile, a functional parameter that has a less significant value is anticipating ambulance vacancies at service times, which has an average value of 1.14. This is because even though data regarding ambulance deficiencies at certain times of service can be known, the addition of the necessary number of ambulances cannot be easily achieved. When there is a lack of ambulances, the destinations of ambulances can be shifted away from those with less critical VOLUME 7, 2019 health conditions, such as those delivering patients to a hospital.
3) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS OF SERVICES FROM THE OFFICE OF WATER RESOURCES

4) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS OF SERVICES FROM THE OFFICE OF HEALTH SERVICE
5) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS OF SERVICES FROM THE OFFICE OF INDUSTRY AND ENERGY
DMOS results reflecting the QoE of services deployed by the Office of Industry and Energy are shown in Figure 6 . The main public service using the IoT is the operation of street lighting. The graph shows that the average values range from 1.0 to 2.75, which means that generally, IoT-based services provide a ''better'' to ''much better'' experience. The best value of functional parameters concerns anticipation of inactive public street lighting, which reaches DMOS = 2.75. Anticipation of nonfunctioning public street lighting is related to lamp maintenance response times, which can affect the road conditions or the environment when the public street lighting is not functioning. With better anticipation, the Office of Industry and Energy can carry out its functions better, which also means that the use of the IoT is in accordance with the expected functions. Alternately, the least optimal value (DMOS = 1.0) of functional parameters is estimating locations that require street lighting.
As seen in the chart, in general, the parameters have reached DMOS > 1. It is linear, with the fact that the government successfully saves approximately IDR 310 billion to pay electricity bills used for public street lighting [37] . This savings is achieved by combining LED lights, which are more energy efficient, and IoT sensors for the switching operation. The switch is set to control the light intensity based on the conditions of the surrounding environment. Figure 7 reflects the QoE results of the IoT-based services at the Office of Environmental Services, giving a very good perception of its functional suitability. The main service measured is the operation of garbage trucks. The average DMOS values range from 1.0 to 2.2, implying a perception of ''better'' to ''much better'' service compared to when the office had not yet implemented the IoT.
6) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS FOR SERVICES FROM THE OFFICE OF ENVIRONMENTAL SERVICES
The most prominent parameters (DMOS = 2.2) are achieved by the capability of the IoT to provide information related to the accuracy of garbage truck mileage as well as the availability and status of the garbage trucks. Along with achievement of these two parameters, the Office of Environmental Services could minimize unwanted situations that have previously occurred, such as vehicle loss or transportation of garbage to the wrong destination.
The least prominent value still exhibits a good response of DMOS = 1.0. It concerns the QoE for the parameter of selection of the fastest route for garbage collection. This circumstance occurs because the feature has not yet been implemented, and it is a plan for future development. A concern for future development is the fact that the waste volume at a disposal site is calculated manually based on the estimation of waste input from a field officer without a scale or weight sensor.
7) ANALYSIS OF THE FUNCTIONAL QoE PARAMETERS OF SERVICES FROM THE OFFICE OF TRANSJAKARTA
The main service provided by this office is operation of the city bus transportation, the so-called Transjakarta. The results of IoT-based service at PT Transjakarta have been perceived as a very significant experience, as can be observed from Figure 8 . The average value of the survey is in the range of 1.8 to 2.4. The highest score is achieved for the feature of determining the opening or closing of bus routes. The decision to open or close a route is performed by utilizing the data obtained from the IoT-based service. The combination of information related to the number of active buses on a particular route and the number of users at the existing bus stops supports the determination of whether to open new routes for locations experiencing congestion or close old routes that have fewer passengers. The lowest parameter is achieved for the feature of the accuracy of bus mileage. This result confirms that the lowest value for IoT implementation in this sector is fairly good. Thus, it can be concluded that the IoT works properly to support this field.
E. STEP 5: DEVELOPING STRATEGIC IMPLICATIONS BASED ON THE RESULTS OF QoE MEASUREMENT
The results can be used to define how to innovate and which features should be developed/innovated to benefit society in Jakarta, as can be observed from Table 6 . We summarize the elements with the highest, lowest and average DMOS, reflecting the facts of the lessons learned. Based on those three facts, we can list brief strategic implications, as reported in Table 2 .
In principle, the highest DMOS indicates the features that significantly meet users' expectations. The lowest are ones that the government should pay special attention to and develop specific strategies for to restore the parameters to a level that meets users' expectations. Finally, the average DMOS can be inferred and linked with the overall perception.
The overall results indicate that five institutional users have a definite perception that after implementing the IoT, services perform ''better-to-much better'' than before the implementation of the IoT. There is one institutional user that has a slightly lower-value experience, in which the system is considered to be ''somehow just the same'' as under the previous condition. As a result, the Jakarta Smart City management should pay more attention to the IoT-based services regarding the operation of fire trucks.
By looking at the nonfunctional parameters, the highest DMOS is for the parameter of ''Ease of data access.'' This may be followed up by taking strategic action to further process data for various purposes. This is a strategic opportunity for future improvements in the application of advanced services that shall satisfy the actual definition of the IoT, i.e., to utilize data collected by sensors and actuators embedded in machines and other physical objects that are interconnected for advanced services that can provide solutions to increase efficiency and productivity and assist in decision-making [1] .
Strategic implications related to the operational service of fire trucks, ambulances, garbage trucks and city bus transportation imply a strategy in which vehicle location monitoring services can be increased by connecting to proximity sensors to find the distances of vehicles that have been recorded. Subsequently, the data are processed to determine the maintenance times of the vehicles. With proper vehicle maintenance, it will certainly be possible to improve fuel efficiency and reduce long-term maintenance costs.
For firefighting services, vehicle location sensors can be further increased for the process of relocating fire engines to a service, service or postal service that lacks or emptiness of fire engines at service time. By utilizing existing asset data, the distance from each agency, the official department, and the post that has the relocation of these assets can be minimized automatically through the existing system.
For garbage transportation services, besides proximity sensors, a height sensor for the volume of waste that is being transported can also be added such that the garbage truck can optimize the number of polling stations visited on its route according to the volume of waste available. In addition, because the garbage disposal route runs out of town, a passable route can be added, with notification to an authorized official if the vehicle exits the specified route.
In line with the flood mitigation system, for water level monitoring services, advanced services that can be improved are related to the use of water level altitude sensors to help make decisions regarding the operation of water pumps. This is because the process is still performed manually. Indeed, not only is the water level the basis of the operation of the water pumps but also if other requirements can be identified correctly, automation of decision-making is also certainly possible.
Finally, the relevant strategy for street lighting operation is about expanding the services to support other lighting platform systems, such as electrical billboards. It is expected that the eventual benefit will be increased energy efficiency of the city's infrastructure.
V. FUTURE IMPLICATIONS AND LIMITATIONS OF THIS STUDY
The practical implications of this study include two concerns. First, the framework can be sufficiently flexible to be further combined with other strategic methods to enrich
Step 5 (developing strategic implications). As mentioned in Section III E, the final step of this framework is to build a lesson learned leading to relevant improvement strategy for the IoT service. Instead of presenting a guidance matrix to develop strategic implications ( Table 2) , our current framework does not specify what method should be used to construct such a strategy. Therefore, this first concern actually has opened up an opportunity for a future research agenda.
Second, the framework works on the basis of the DMOS value, which reflects the users' perceptions that arise after a technology has been applied, compared to those perceptions before it has been implemented. Therefore, the value of DMOS can also be used to identify the status of a technological acceptance by users. Further, we can also relate this concern to the policy-related issue. The action to implement a new technology is actually a policy made by management or government. Thus, DMOS can be used to determine whether a policy is considered successful compared to the status quo policy.
Finally, the limitation of this study is that to obtain valid results, the framework is very dependent on Step 1, which is formulation of the QoE parameters. If we fail to generate proper QoE parameters, then it may reduce the validity of the assessment results. As already mentioned in Section III A, Step 1 is the crucial step since the QoE parameters will be different case by case. Hence, at some point, it can be perceived as a limitation that there is not a generic parameter matching all cases, but the parameters can be uniquely derived or variously combined from other relevant theories.
VI. CONCLUSION
We have formulated a framework to measure the QoE of IoT services on the basis of the ACR-HR scale. Our proposed framework consists of five steps: setting up the focus of the IoT services to formulate its QoE parameters, defining the users who operate the IoT services, conducting an MOS survey of the users, calculating the DMOS using the ACR-HR quantitative scale, and finally developing strategic implications for the service implementer. A proof of concept has been performed by taking the case of Jakarta Smart City. The overall framework in which six institutional users expressed their experience of utilizing IoT technology in their relevant services has been tested. They are the offices that manage public transportation, garbage trucks, ambulances, the fire and rescue brigade, street lighting, and water level measurement. The overall results indicate that five users have a definite perception that services after implementing IoT perform better than before the implementation. There is one institutional user that had a slightly lower-value experience, in which the system was considered ''just the same'' as under the previous condition. As a result, the Jakarta Smart City management should pay more attention to this service. To conclude, our framework is sufficiently reliable for measuring QoE in IoT-based services and can be recommended for use in any other IoT-type services.
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